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Risicoanalyse, meer

voordenken, minder nadenken

« The thickness of the rampart Is less important than the willingness
to defend it »
(*) Thucydide, (5de eeuw B.C)

[ Trendst Ry B2 B |
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Voorbeeld: Challenger - risico analysis

e The O ring case

e The risk analysis came up with a significant exposure and a
high probability of occurrence.

e Conclusion was to send it back to R&D for re-engineering.

| Component | Functie | Faawijze | _Effect | E | Oorzaak ] 0| Controle | D | RPN | _Actie | Veranw. |

Lekkage
terug
gasdicht Trilling bij lage ontwerp
O-ring afsluiten lekken Brand 10 buitentemperatuur 5 prototype 4 200 afdl ontwerpafdeling
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Voorbeeld: Challenger - Business

e Richard Feynman, the Nobel-prize-winning physicist on the
Investigating committee, quoted.:.

e « Pressures on managers to get approval of the project from
Congress and to attain a successful flight led them to down
play the significance of negative engineering reports. »

Extracts of Warren report(1996)
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Voorbeeld: Challenger — Impact on Business

Space shuttle
Challenger
Business

Impact
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Het is niet zover van hier gebeurd
mijn top 10 van ....juist te laat of bijna

e Agriphar Luik 2004
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Risico analysis: definitie (s) - methodologie

e \What if ? T=Toestand — situatie
N B=Blootstelling

— I X1 X |=Impact

. ,
Kinn ey W=Waarschijnlijkheid
— X B X B=Blootstelling mogelijk
G=Gevolg

e UCB

—Ex P x E= eigenschappen Product

P= waarschijnlijkheid blootstelling
F =frequentie blootstelling
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*Risk analysis: definitie (s) - methodologie

e FMEA: Analyse van de faalwijzen en de gevolgen

— o X X
— S = Ernst van gevolgen
— P = Faalwijzen-waarschijnlijkheid bepalen
— D = « Detectability » bepalen
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FMEA methode

mFuncties en componenten identificeren
mMogelijke faalwijzen bepalen

mMogelijke gevolgen beschrijven

mErnst van gevolgen bepalen (S)

mMogelijke oorzaken en faalwijzen beschrijven
mFaalwijzen-waarschijnlijkheid bepalen (P)
mControle middelen beschrijven

=« Detectability » bepalen (D)

mRisk Priority Number berekenen (RPN =S x P x D)

mLeg acties vast voor de meest risicovolle faalwijzen (plan, verantwoordelijkheden, deadlines)
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Risico factor = Blootstelling * Ernstigheid * Waarschijnlijkheid
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Test . The « Zirconium plank S.A » verhuis

e Ons Bedrijf moet verhuizen
e Men moet naar een niewe zoning .
e Finaniceel goedkoper.
e Met goede communicaties, en kort tegen Frankrijk gelegen.
e Een plus: Kort gelegen tegen de woning van onze baas.

e Men heeft een aantrekelijk plaats gevonden, een verloren land in een
dorp dat « GUY-Len Gu'yen », of iets gelijkaardigs, noemt.
e Laat ons een viug R.A. doen, vandaag en B.V. in 1999, van onze keus:
Wat is uw risico factor ?
I=1->10
B= 1->10
W= 1-> 10
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Terug naar business continuity

Middelen

marketing

Mensen
Waar vindt men risico’s voor business ?
Sales
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Terug naar business continuity

Hardware
Gebouwen..

Toestellen, Applicatie
goederen,.. A
Processen...

Personeel
Knowledge mgt




Congreshotel |

¢ Ter Elst, Edegem

KEOHT

e Todhnologe:
WA

I'T

.

Applicatie
Hardware

hart van uw bedrijf




4 [Congreshotel
" Ter Elst, Edegem

‘hart van uw bedrijf

55100

L

w _
= =
o -+
b =%
c i

Pénétration
du
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CSI/FBI 2004 Computer Crime and Security Survey Results (source:

Source CERT
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Technische problemen

Software ontwikkelings fouten

In huis diefstal

ongelukken
Gebruiks fouten
: _ _ _ __ Natuur-force majeure

Interne fraude

Sabotage

Cybarcrima

Clusif — www.clusif.fr
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Microcost study — September 2004 —
op 1.282.357 PC’s over 7 landen In Europa

I Administratif Industriel

Windows 3.11 | I I I
Windows 95
Windows 98
Windows NT 40 |SGETE) I CE-C) VL) I A5
Windows 2000
Windows X |SEEALCE) I 74 1]
Nombre tota

Service Général

4 weken testing

Source Microcost study — www.microcost.com
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- Microcost study — 2004 — op 1.282.357

PC’s over Europa

Windows 3.11 ||
Windows 95
Windows 98

Windows NT4 ||

Windows 2000

Windows XP L

Graphic of incidents, per OS, during the testing period.
An incident is an event that stops operators normal activities or
Requires a reset of machine.

Source Microcost study — www.microcost.com
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Risk
Analysis
tool

Technical
failures

Risico
Analyse
tool

Faalwijzen

Force
majeure

Organisational
shortcomings

Information

Technology #
&

security Oplossing’s

Human SO

failures

Deliberate acts
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Risico analyse 5 themas:

Force majeure (14 areas):
Lighting

Storm

Fire

Light

Magnetic fields
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Risico analyse 5 themas:

Organisation shortcomings(97 Areas):
Rules en Procedures

Uncontrolled use of ressources

Security flaws

Access security.

Weaknesses in contracts (subcont.)
Change & configuration mgt.

Please ragistrer
| o continue using
this software!

——
1 . '
1%
|
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Risico analyse 5 themas:

e Deliberate acts (111 areas): =
» hacking

» sabotage

» Social engineering

» Access security.

» Misuse of vulnerabilities

» Line tapping

» Attacks

»
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Terug te vinden | |
I I

Human failures (CREICEDE
Oups!...

Negligent use of data or equip.
Loss of data or media

Hazards created by cleaning or
externals

Improper use of remote access

AN
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\
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Risico analyse 5 themas:

DY METT

Technical failures (44 areas): TOUCH ANY
Failure of safety devices
Defective data media

LJF THESE

Loss of stored data

Software conception errors
Undocumented functions

Databases corruption

Exhausting storage media (size, age,...)
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%m IBackup
Type de fichier : Fichier de sauvegarde Microzaft

S'ouvIe avec % Itilitaire de zauvegarde surba  Modifier... |

217 Mo [221.333.504 octets)

v 211 Mo [221.335.552 octets]

Créd le- w

Madifié s lundi 21 juin 2004, 7:28:21

Demier accéz le:  dimanche 16 janvier 2005, 13:56:3C

Attributs ; [T Lecture seule
[~ Caché

0k, Annuler

et Formations P

Mouveau dossier

W
W

Tache Edition\ Affichage Outils
Bierwvenue | I SMPL&MHH lez travau:-:l

Cliquez pour zélectionner la caze & cocher de niimporte guel lectewr. dossier ou fichier  restaurer ;

Aucune entrée n'a &té trouvée.

S~—~——

Silez fichiers existent déja ;
Me paz remplacer.

i, Festaurer les fichiers vers

‘3
| Emplacement d'arigine
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‘? @) T 362 Incaorrect configuration of the operating swstem

@ |£!) T 3.63 Incarrect configuration of an Apache web serv
T 4 Threats Catalogue Technical Failure

"?“@} T 4.1 Disruption of power supply

‘? @? T 4.2 Failure of internal supply networks

‘?’ F_":!} T 4.3 Failure of existing safety devices

‘?‘ @) T 4.4 Impairment of lines due to environmental factors

5 05 T 4.5 Crass-talk

@ @) T 4 B Voltage wariations # overvaltage / undervoltage

e |£!) T 4.7 Defective data media

‘?’ @) T 4.8 Discovery of zoftware vulherabilities

@ [El} T 4.9 Disruption of the intemal power supply

‘? @) T 410 Complexity of acces: possibilities to networked

‘? |'£!} T 411 Lack of authentication pozzibilities between M

@ @) T 412 Lack of authentication pozzibiities between

a}% |i_::i} T 4.13 Loss of stored data

@ @j T 4.14 Fading of special fax paper

@ @) T 4.15 Fax transmizsion emors

‘?’ @) T 4.1E Fax tranzmizzion errors [hot to apply]

@ @} T 417 Technical defectz of fax machines [hot to appl

@ |'i_":a? T 4.18 Digcharged or fatigued emergency power sUpp

@ ﬁ!} T 4.13 Information lozs due to exhausted storage med

@ @) T 4.20 Data logs due to exhausting storage medium

@ﬂ_fﬂ} T 4.27 Tranzient currents on shielding

s |'i_21) T 4.22 Software vulnerabilities or errors

@ |£!) T 4.24 File name converzion when backing up data under Windows 35

P T 4,25 St active connections

%’ @} T 2.35 Lack of auditing under *Windows 95

@@] T 2.36 Inappropriate restriction of user environment
‘?‘ @} T 2.37 Uncantralled uzage of communications lines
‘?’ @} T 2.38 Lack. of, or inadegquate, implementation of databaze zecurity mechanizm
@ 149 T 2.39 Complexity of a DEMS

@ |'_ﬁ,] T 2.40 Complexity of database access

‘? @} T 2.41 Poar organization of the exchange of database users

@ 19 T 2.42 Camplexity of the NDS

@’ @} T 2.43 Migration of Movell Metware 3.4 to Maovell Metware Yersion 4

"? |'_ﬁ,] T 2.44 Incompatible active and paszive network, components

‘? @} T 2.45 Conceptual deficiencies of a nebwark,

‘?’ @} T 2.4E Exceeding the masximum allowed cable/bus length or ring zize

@’ @} T 2.47 Inzecure transport of files and data media

"? |'_ﬁ,] T 2.48 Inadequate dizpozal of data media and docurments at the home wark, plz
‘? @} T 2.49 Lack of, ar inadequate, training of telewarkers

‘?’ [ﬁ} T 2.60 Delays caused by a temporarily resticted availability of teleworkers
@’@3 T 2.51 Foor intearation of telewarkers inta the information flow

"? |'_ﬁ,] T 2.52 Longer responge times in the event of an T sustem break down

‘?‘ @} T 253 Inadequate requlations concerming substitution of telewaorkers

‘?’ @} T 2.54 Losz of confidentiality through hidden pieces of data

@’ @} T 2.55 Uncontrolled wse of electronic mai

@ |'_ﬁ,] T 2 56 Inadequate description of files

‘?‘ @} T 257 Inadequate storage of media in the event of an emergency

‘? [ﬁ} T 2.58 Movell Hetware and date conversion ko the year 2000

@’ @} T 2.53 Operation of non-registered components

"? |'_ﬁ,] T 2.60 Strategy for the network, system and management system iz nok laid dow
‘?‘ @} T 2.61 Unautharized collection of person related data

‘? @} T 2.62 Inappropriate handling of zecurty incidents

@’ @} T 2.63 Uncontrolled use of Faxes

@ |'_ﬁ,] T 2.64 Lack of or defective rules for the BAS spstem

@ 13 T 265 Camplasity of the SAMBA Configuration

‘? @} T 2.6E Lack of or Inadeguate |T Secunty Management
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5 2111 Keeping manualz at hand
5 2112 Regulation of the transport of files and data media between home work stations and institutions
5 2113 Requirements documents concerning telecommuting
5 2114 Flow of information between the telecommuter and the institution
5 2115 Care and maintenance of work stations for telecommuting
S 2116 Requlated uze of communications facilities
5 2117 Regulation of access by telecommuters
5 2113 Determination of a secunty policy for the uze of e-mail
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[uitter S électionner

I T 373 Trarsfer of incomect or undesired data records

‘?‘ @) T 3.14 Mizjudgement of the legal force of a fax

‘?’ @) T 315 Improper uze of answerning machines

‘?’ @J T 31E Incomect administration of site and data acces

‘?’ @J T 317 Incarect change of PC users

‘?’ @J T 3.18 Sharing of directones, prnters or of the clipboz

‘?’ @) T 3.13 Staring of pazswards for W and WindDWiEILI
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