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CORAS (www.nr.no/coras) is a EU funded R&D project (I1ST-2000-25031) devel-
oping a methodology and a framework for model-based risk assessment based on
AS/NZS 4360 [1]. CORAS focus on security critical systems in general, with particu-
lar emphasis on IT security. IT security includes all aspects related to defining,
achieving, and maintaining confidentiality, integrity, availability, non-repudiation, ac-
countability, authenticity, and reliability of IT systems (ISO/IEC TR 13335-1:2001
[2]). The focusis on controlling risks by using well know risk analysis methods from
the safety domain, such as HazOp [3], FMEA [4] and FTA [5], which have been used
within for example the chemical and nuclear industry since World War I1 [3].

The presentation will focus on how to use UML (Unified Modeling Language) be-
havioural diagrams [6] as input diagrams to risk analysis. The approach will be exem-
plified by demonstrating how a UML sequence diagram can be used to support Ha-
zOp for risk identification. Our approach includes both guidelines on how to construct
the input diagrams from existing system documentation and how to perform a risk
analysis using a particular input diagram.

The presentation will conclude with summarising some of the preliminary results
from the CORAS project, with emphasis on how we have and will verify the usability
of the methodology developed within the project and in particular the methodology
developed for using input diagrams to support risk analysis.
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