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Positioning of Risk Analysis
- In a Company’s Decision Making Process -

Operational | Management Strategic
Control Control Planning
Structured ,Best Practice”
Semi Established
structured Risk

Analysis
SNl Techniques

M. Diergardt, ETHZ-LSA, Jan. 2002
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Positioning of Risk Analysis
- Nuclear Power Generation -

System Characteristics Risk Analysis Characteristics
* Topology * Duration (CH)
Complex, local

= 3 years (without peer review)

Unmodified basic system design ) E:(iSStS (ZCI\I;II) T -
during system operation ~ e = gl per

- Mean Time of System Operation  * Data Evaluation
40 to 45 years Well developed incident and
equipment documentation

. Stability

e Analysis Techniques
Established and approved
techniques

e Results
Long term usability of PRA results
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Positioning of RSA-Analysis

- IT-Networks -
System Characteristics Risk Analysis Characteristics
e« Topology e Duration: 3 to 6 months required
Complex, networked e Costs: 72?277
* Stability . e Data Evaluation
Permanent variations of Worse incident and equipment
hardware, software, data, etc. documentation
* Mean Time of System Operation Analysis Techniques
= 2 years

Established and approved
checklist approaches
(“Best Practises”)

e Results
- Short term usefullness
- Applying Occam's razor
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A Three-step Concept of Risk Analysis

Implementation of simplified risk | Creation of (simplified) system

analysis techniques models | |
- Fast system screening * In-depth analysis of operation

.. : . problems specified in
* Efficient risk ranking « Usage of new and /or advanced

 Highly practicable techniques. modelling techniques

Tasks Tasks

« Company specific questionnaires |+ Generalized Stochastic Petri Nets

o Simplified FMEA  Model parameter assessments by
expert judgments

Refining the results of

Tasks
 Model upgrade
* Plant specific data evaluation for parameter assessments
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Case Studies: Learning by Doing!

e Branch: Telecommunication e Branch: Banking
e Case study: Swisscom AG e Case study: UBS Warburg
* Goals e Goals
— Fast system screening — Fast system screening
— Hot spot identification — Hot spot identification
— ldentification of financial risks — Identification of business risks
 Techniques: approaches  Techniques: approaches
 Branch: Internet application service  Branch: Educational g
o Case study: ASP o Case study: Univ. of Applied Sciencesé
 Goals  Goals &
— [Fast system screening — System modelling g
— Assessment of reliability figures — Log-file analysis E
— Comparison of design versions :
 Techniques: approaches  Techniques: approaches §




m i+ International
Association for

Eidgendssische Technische Hochschule Ziirich HOCHSCHULE FUR TECHNIK,
WIRTSCHAFT UND VERWALTUNG

Swiss Federal Institute of Technology Zurich S ZURICH

Case Study: Telecommunication

Simplified FMEA Methodology

Swisscom
Specifications

v .
Uts

Y
v v
v \

Categories of
Conseqguences

Faillure Causes | pym Questionnaire gmg Failure Modes
Frequency Consequence
Assessments Assessments

> Matrix L

Cause | x Unit |
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Matrix M:
Cause i x Unit |

) 4

Nonrealistic yi Exclusion of
Entries in M? Nonessential Elements
¢ n

> List of Scenarios | <€

Risk Review _y) Exclusion of
(F, C) Nonessential Elements
| !
n

List of Scenarios I <€

v

y Review n _ -
Necessary? Simplified FMEA
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Result: Simplified FMEA of all Modules (Excerpt)

&

LTS

) OO
HOCHSCHULE FUR TECHNIK, L 7Y ; :
WIRTSCHAFT UND VERWALTUNG @ Sicherheitsanalytik

INSTITUT FUR ENERGIETECHNIK

Laboratorium fiir

Module Unit Item Failure Failure Consequence [F|C|Risk
Mode Causes
SAP |Application| Application | Modification Maloperation Inconsistent billing |4 |7 | 28
SW
Gateway| Network Router Failure Maloperation No billing 5|5 25
interface ISDN
Gateway |Information| Reference | Stolen/ Vandalism Perturbed billing |46 | 24 _
data deleted
Gateway |Information| Reference Stolen/ Organisation Perturbed billing |46 | 24
data deleted problems
LAN (Information| Reference |Unapproved Organisation Lossofimage |4|6| 24
data insight problems

Risk =

}

* Frequency  Consequence
* F, C: 10 categories each

Risk Ranking

e Maximum: 100
e Medium: 25.
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Generalized Stochastic Petri Net

1 Swizscom_Rilling_Stream_Server_SWITCH

[1SaTCH  [11SWITCH [1]SviaTCH [1] SYTCH
Zirichi Eirich2 Genf1 Genf2

o O O O

(Efponential mean: 720 )

mthf next
"delay" Signal ISDM-Kanall ein fir SWITCH
0.01666

Signal ISDN-Kanall aus fir SWITCH

0.Meee

ianal2 aus fir SYITCH
Reparaturzustand Funktionszustand

0.01688 Signal ISDM=Hanal3 ein fir SWITCH
Signal I=DN-Kanal3 aus fir SWITCH

0.01666 Signal ISOR-Kanald ein fir SYWITCH

Signal ISDN-Kanald aus fir SWITCH

Schnittstelle Schnitstelle Schnitstele Schnitstelle
IS0 150N IS0M 150N
Filrich 1 Zirich2 Genfl Genf2

» edit |i>simulate bdeselect | Mfived |

(Exponentisl mean:2 )

Bottle neck identification of data flow
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Case Study: Banking
SWOT-Analysis and FMEA of CaTS

Abbreviations

[

[

Real-time banking

ical constraints

crease of IT dependency

Enter local, deal global
onger trading hours

FIX, faster order routing
Technical consolidations

New technologies

E-commerce

services Squares
Interferences
Reporting of svstem availability e Black: positive

e Grey: negative
inmman sinsie points of Falie EEmEEEEmomE| - Vhite: balanced

SWOT: Strengths/Weaknesses, Opportunities/Threats

PSAM 6 presentation / R. Mock / 2 July, 2002



HOCHSCHULE FUR TECHNIK,
WIRTSCHAFT UND VERWALTUNG
ZURICH

m £ International
Association for

Eidgendssische Technische Hochschule Ziirich PSAM
Swiss Federal Institute of Technology Zurich

Adopted FMEA Technique: Methodological Steps

A: Starting Point

Function > Business executive flow
(e.g., trades from CaTS to X*)

affecting
CarlS- » Capital Market Trading System
subsystem | > Layers

Technical:  Cl;: {server, ...}
Application: ClI,: {file transfer protocaol, ...}
Subsystems: Clg: {UBS specific application, ...}
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B: Assessments
Expert Judgements (Using 10 Classes Classsification Schemes)

* TTR; : Time to recover of subsystem i) Y
. Cl-availability

e Cly ;. ,Cl-reliability* A =TTR. -Cly.

’ I I |
* Rgpi: Financial risk } Impact of i with regard to CaTS
* Rp;: Reputation risk I cars = Rini *Rrep.
e l;:  Impact anction impapt

with regard to i
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C. Computations .
 Function impact with regard to CaTS: |; cors =i cars Uk [EZIH}

 Function priority number:
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=1

Pi=A -l cars

Failing
Function f

Affected
Subsystem i

Impact

Failure Cause
(Failing ClI)

Availability

Function Impact

Cl A

h,CaTS

Function
Priority P;

D: Some Results
Most ,risky” functions
» Orders and cancellation requests to SWX (derivates, shares)
» Market funds to CaTS (derivates)
e Orders and cancellations to SWX (bounds)
« Market funds to CaTS (shares), ....
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A

Internet Application Service

e Definition of functional modules

- Characterization of the ASP
data center network

e Fishbone Diagram
* FMEA

Results: ,most important risks*
 ,Loss of privacy” due to

- Data manipulation

- Hacker attacks

e Server failures due to data
manipulation

e Viruses, hacker attacks, etc.

Server availabilities in
dependancy of operating systems

- Markovian state diagram

Results: single server system

e Operating System: WINDOWS
2000 is = 3x more stable than
WINDOW NT 4.0

 Limitations: Poor database,
exclusion of human factors, etc.
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Case Study: Educational

- In Progress-

Usage of Logfiles for Risk Analysis Purposes
e Solving the ,filtering problem*
 Triggering sophisticated system models or simulation
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Experiences in Risk Analyses

SAG UBS ASP UAS
Resources
* Project duration (months) 6 3 3 ?
 Man power team team small team team

Analysis goals

Simple risk representation

Minute availability figures

Risk assessment

System modeling

na
I
_
na
_
na

System optimization

L

L

Fast system screening .
L

I

[]
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Conclusions for Risk Analysts of IT-Systems

* Implementation of fast system e The preferred “quick and dirty”
screening techniques techniques will be soon obsolete
* Results in traffic light representation , gstaplished risk analysis system
» Clear suggestions for system modeling techniques are ponderous
o Complex system modeling * Integration of all available
« Detailed availability analyses knowledge sources
(l.e. no figures)  Reconsideration of accustomed

analysis approaches

* Meeting the challenge of new
demands, e.g. vulnerability analysis
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